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Decision/action requested

This contribution proposes EAP-TLS procedures for primary authentication as required by Annex B. 
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Rationale
In annex B of TS 33.501, informative for additional EAP method for primary authentication is required. EAP-TLS is considered as an example to illustrate the how EAP method other than EAP-AKA’ runs over the 5G authentication framework defined in this specification. Therefore, in this contribution, we provide an example procedure for the EAP-TLS runs over the 5G authentication framework. 
4
Detailed proposal
2
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Annex B (informative):
Using additional EAP methods for primary authentication

B.1 
Introduction 

The present annex describes the usage of additional EAP methods for primary authentication within 5G system. Annex x is provided as an example on how the 5G authentication framework for primary authentication can be applied to other EAP methods than EAP AKA'. The additional EAP methods are assumed to be used in special use cases, such as in private networks or with IoT devices in isolated deployment scenarios as specified in TS 22.261 [y]. 

B.2
Primary authentication and key agreement 

B.2.1
Security Procedures with EAP TLS 

Editor’s Note: This clause is meant to describe the security procedures with EAP TLS. 

EAP-TLS is a mutual authentication protocol that can be used by peer and server to authenticate each other. It is specified in RFC 5216 [x1]. The TLS procedure referred in the RFC 5216 is TLS 1.1 [x2].  A newer version, TLS 1.2 is defined in RFC 5246 [x3]. The basic protocol procedures for TLS 1.1 and TLS 1.2 are the same. The major changes are in security capability, pseudorandom function (PRF) and cipher suites etc. The details of changes can be found in section 1.2 of RFC 5246. IETF TLS working group now is working on a new TLS protocol, TLS 1.3 [x4]. It is still in working group draft stage. 

The procedure below is based on the unified authentication framework from this specification, procedures from TS 23.502 and RFC 5216. 
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Figure B.2.1-x: Using EAP-TLS Authentication Procedures over 5G Networks
1. UE sends registration message to the RAN
2. RAN selects the AMF
3. RAN forwards the Registration  Request to AMF
4. AMF selects the AUSF. 
5. AMF sends an authentication and Authorization (A&A) Request to AUSF, UE identifier and SN_id are included in the request
6. With the received identifier from AMF, the AUSF decides which EAP method should be used for authentication with UE. Assuming EAP-TLS is chosen. Then AUSF sends an EAP-Request/EAP-TLS [TLS start] message to the AMF. 
7. AMF forwards the EAP-Request/EAP-TLS [TLS start] to the UE. 
8. After receiving the EAP-TLS start message from AMF, UE replies an EAP-Response/EAP-TLS (client_hello) to AMF. The content of client hello is specified in the RFC for TLS. The contents of TLS client_hello are defined in the TLS specification. It might be different for different TLS version.
9. AMF forwards the EAP-Response/EAP-TLS [Client Hello] to AUSF. 
10. AUSF replies to the UE with EAP-Request/EAP-TLS, which further includes information elements such as server_hello, server_certificate, server_key_exchange, certificate_request, server_hello_done. These information elements are defined in the RFCs for the TLS.  
11. AMF forward the EAP-Request/EAP-TLS with server_hello and other information elements to UE through NAS message. 
12. UE authenticate the server with the received message from step 11. 
13. If authentication is success, then UE replies with EAP-Response/EAP-TLS, which further contains information element such as client_certificate, client_key_exchange, client_certificate_verify, change_cipher_spec, client_finished etc.
14. AMF forwards the message with EAP-Response/EAP-TLS with client_certificate and other information elements to AUSF. 
15. AUSF authenticates the UE based on the message received. 
16. AUSF sends EAP-Request/EAP-TLS with change_cipher_spec and server_finished to the AMF.
17. AMF forwards EAP-Request/EAP-TLS from step 16 to the UE with NAS message.
18. UE sends an empty EAP-TLS message to the AMF. 
19. AMF further forwards the EAP-Response/EAP-TLS to the AUSF.  
20. AUSF sends an EAP-Success to the AMF together with KSEAF derived.
21. AMF forwards the EAP-Success to the UE and the authentication procedure is finished. 
B.3
Key derivation 

Editor’s Note: The content of this clause is meant to describe how key derivation is done with additional EAP methods. The clause should take a stand e.g. on serving network binding or other key derivation related aspects.
_1562676700.vsd
UE


RAN


AMF/SEAF


AUSF


1. Registration Request


2. AMF Selection


3. Registration Request


4. AUSF Selection 


5. Request(Identity)


6.  EAP Request/EAP-Type = EAP-TLS 
(TLS Start)


7.  EAP Request/EAP-Type = EAP-TLS 
(TLS Start)


8.  EAP Response/EAP-Type = EAP-TLS 
(TLS client_hello)


10.  EAP Request/EAP-Type = EAP-TLS
(TLS server_hello, 
TLS Certificate, 
[TLS server_key_exchange,] 
TLS certificate_request, 
TLS server_hello_done )


9.  EAP Response/EAP-Type = EAP-TLS
 (TLS client_hello)


11.  EAP Request/EAP-Type = EAP-TLS
(TLS server_hello, 
TLS Certificate, 
[TLS server_key_exchange,] 
TLS certificate_request, 
TLS server_hello_done )


13.  EAP Response/EAP-Type = EAP-TLS
( TLS Certificate, 
TLS client_key_exchange,
TLS certificate_verify, 
TLS change_cipher_spec,
TLS finished )


14.  EAP Response/EAP-Type = EAP-TLS
( TLS Certificate, 
TLS client_key_exchange,
TLS certificate_verify, 
TLS change_cipher_spec,
TLS finished )


16.  EAP Request/EAP-Type = EAP-TLS
(TLS change_cipher_spec,
TLS finished )


17.  EAP Request/EAP-Type = EAP-TLS
(TLS change_cipher_spec,
TLS finished )


18.  EAP Response/EAP-Type = EAP-TLS


19.  EAP Response/EAP-Type = EAP-TLS


20.  EAP Success


21.  EAP Success


15. Network authenticate UE and generate session keys



